
 

HANDS-ON PRACTICALS USING 
FORENSICS TOOLS 

 

  



 

VIDEO LECTURE 

Task using Forensics Tools 

 

 

  

https://www.youtube.com/embed/Im5RijFuiZo?feature=oembed


VIDEO LECTURE 

Deep Information Gathering Tool- Dmitry 

 

 

  

https://www.youtube.com/embed/FHsZSJJCNF8?feature=oembed


VIDEO LECTURE 

Image Metadata Extraction using Imago 

 

 

  

https://www.youtube.com/embed/AtT-i3ekMKY?feature=oembed


VIDEO LECTURE 

Digital Forensics using EnCase Tool 

 

 

  

https://www.youtube.com/embed/9eIHfIg_tEw?feature=oembed


VIDEO LECTURE 

RAM Dump Analysis 

 

 

  

https://www.youtube.com/embed/8YDMO0pKsrI?feature=oembed


VIDEO LECTURE 

Forensic Evidence Analysis using Autopsy 

 

 

  

https://www.youtube.com/embed/olLtmh0J76Y?feature=oembed


VIDEO LECTURE 

Compare and Audit Evidence using Hashdeep 

 

 

  

https://www.youtube.com/embed/GH9roPSb7W0?feature=oembed


VIDEO LECTURE 

Installation of Kali Linux 

 

 

  

https://www.youtube.com/embed/hVQ-PmTZDR0?feature=oembed


VIDEO LECTURE 

Data Carving 

 

 

  

https://www.youtube.com/embed/UIAyMv7yGr4?feature=oembed


VIDEO LECTURE 

FKT Imager 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.youtube.com/embed/2As4SCUasCg?feature=oembed


VIDEO LECTURE 

Live Data Acquisition using FTK Imager 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.youtube.com/embed/sSjVftmelzo?feature=oembed


VIDEO LECTURE 

Static Data Acquisition from WINDOWS using FTK Imager 

 

 

  

https://www.youtube.com/embed/7XpWQBlbOuc?feature=oembed


VIDEO LECTURE 

Recovering Evidence for Forensic Images using Scalpel 

 

 

  

https://www.youtube.com/embed/0BcH2CRIVv4?feature=oembed


VIDEO LECTURE 

Computer Forensics using Autopsy and FKT Imager 

 

 

  

https://www.youtube.com/embed/aeldN05RFlg?feature=oembed


VIDEO LECTURE 

Recovering Evidence form Forensics Images using Foremost 

 

 

  

https://www.youtube.com/embed/WGTzYcEz7W4?feature=oembed


VIDEO LECTURE 

Static Data Acquisition Linux OS 

 

 

  

https://www.youtube.com/embed/OwMcayGdSLw?feature=oembed


VIDEO LECTURE 

Remote Imaging using E3 Digital Forensics 

 

 

 

  

https://www.youtube.com/embed/zWJu0bcAiDw?feature=oembed


EXPERT PANEL 

 

Dr. Jeetendra Pande, Associate Professor- Computer Science, School of Computer 

Science & IT, Uttarakhand Open University, Haldwani 

 

Dr. Ajay Prasad, Sr. Associate Professor, University of Petroleum and Energy 

Studies, Dehradun 

 

Dr. Akashdeep Bharadwaj, Professor, University of Petroleum and Energy Studies, 
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Mr. Sridhar Chandramohan Iyer, Assistant Professor- Universal College of 

Engineering, Kaman, Vasai, University of Mumbai 



 

Mr. Rishikesh Ojha, Digital Forensics and eDiscovery Expert 

 

Ms. Priyanka Tewari, IT Consultant 

 

Mr. Ketan Joglekar, Assistant Professor, GJ College, Maharastra 

 

Dr. Ashutosh Kumar Bhatt, Associate Professor, Uttarakhand Open University, 
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Dr. Sangram Panigrahi, Assistant Professor, Siksha 'O' Anusandhan,, Bhubaneswar 

  



 

 

 

 

 

This MOOC has been prepared with the support of 

© Commonwealth Educational Media Centre for Asia , 2021. Available in 

Creative Commons Attribution-ShareAlike 4.0 International license  

to copy, remix and redistribute with attribution to the original source 

(copyright holder), and the derivative is also shared with similar license. 


